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Abstract

This thesis presents the design, implementation, and evaluation of
a private large language model (LLM) chatbot for the Adacta com-
pany, aimed at enabling secure and efficient querying of their internal
documentation. To address data privacy concerns associated with
public LLMs, a Retrieval-Augmented Generation (RAG) pipeline was
implemented using locally hosted components, including LMStudio,
ChromaDB, and transformer-based embedding models, with the un-
derstanding that a cloud-based solution will be used in practice.

The system processes Adacta’s markdown documentation using
contextual chunking, allowing users to ask natural language ques-
tions and receive grounded responses. A reranking module was also
integrated to improve retrieval precision. While reranking improved
contextual relevance, it increased latency, leading to a toggleable op-
tion in the user interface.

The final solution, evaluated by the RAGAS framework, demon-
strates that private, RAG-based LLMs can effectively support enter-
prise knowledge access, offering a secure alternative to commercial
Al services.

Keywords

Large Language Models (LLMs), Retrieval Augmented Generation
(RAG), Embedding, Reranking, Secure Documentation Search, Inter-
nal Knowledge Retrieval
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1 Introduction

Large Language Models (LLMs) have become a transformative in-
novation in artificial intelligence, particularly in the field of natural
language processing (NLP). These advanced models, such as Ope-
nAl’s ChatGPT [1], Google’s BERT [2], and Meta’s LLaMA [3], have
enabled computers to process and generate human language with
remarkable precision and fluency. Their applications span various in-
dustries, including healthcare, customer support, and finance, where
they assist with tasks such as answering questions, summarizing data,
and generating meaningful content. LLMs derive their strength from
their ability to handle large-scale data, understand complex contexts,
and adapt to diverse language patterns. Despite their growing utility,
their use in the processing of sensitive or proprietary data introduces
significant challenges [4], especially when commercially available
models are used in such scenarios.

The aim of this bachelor’s thesis is to explore the use of private
LLMs for secure and efficient information retrieval within an organi-
zational setting. Public LLMs, while powerful, are not always suitable
for tasks involving proprietary documentation due to concerns re-
lated to data privacy, security, and compliance with regulations, since
many of these models use their prompts and data for further training.
This thesis focuses on addressing these challenges by evaluating ex-
isting private LLM tools and selecting the most appropriate one for
the needs of Adacta, a company that has extensive and varied internal
documentation. The chosen tool will be used to train and implement a
chatbot capable of accessing Adacta’s knowledge base, which is stored
in markdown format. This chatbot will allow employees to retrieve
information efficiently using natural language queries, providing a
more intuitive and effective alternative to traditional keyword-based
search methods.

To achieve this goal, the thesis adopts a systematic approach. The
first step involves analyzing the current state of private LLM technolo-
gies and evaluating their capabilities in terms of efficiency, information
reliability, and security. Following this evaluation, one tool is selected
for implementation. The practical phase of the work includes testing
the selected model on Adacta’s documentation, deciding the handling



1. INTRODUCTION

and embedding of data with different strategies, and implementing it
as a prototype chatbot tailored to the organization’s specific needs.

The structure of this thesis is as follows. In Chapter 2, I present
the theoretical foundation necessary for understanding the develop-
ment and evaluation work. This includes an overview of Large Lan-
guage Models, embedding techniques, reranking mechanisms, and
the evaluation framework employed. Chapter 3 details the practical
development process, including the initial experimentation, design
decisions, and implementation strategies for the chatbot application.
Chapter 4 presents the experimental evaluation of the system, com-
paring various model configurations and parameter choices based
on quantitative performance metrics, while explaining my hardware
limitations. Finally, Chapter 5 offers a summary of the findings and
proposes directions for future improvements and applications of the
system within Adacta and similar organizational settings.

In summary, this thesis bridges the gap between the potential
of LLMs and their practical application in proprietary data environ-
ments. By focusing on private LLMs, the work highlights their value
in overcoming limitations associated with public commercial models
and provides a structured approach to their deployment within an
organizational/private context. The outcomes of this research aim
to contribute to the operational efficiency of Adacta and the broader
applications of Al in private/enterprise environments.



2 Background

Firstly, I will lay out the terms and technologies that I will be using in
this thesis. My aim is to evaluate possible models and ways in which
to create a private chatbot to query Adacta’s internal documentation;
therefore, I will be using Large Language Models (LLMs), embed-
dings, chunking, and reranking, all in order to implement a functional
Retrieval Augmented Generation (RAG) chatbot.

2.1 Large Language Models (LLMs)

Large Language Models (LLMs) are advanced machine learning mod-
els trained to understand and generate human language. They are
based on the transformer architecture introduced by Vaswani; Shazeer;
Parmar; Uszkoreit; Jones; Gomez; Kaiser; Polosukhin [5] in Attention
Is All You Need, which relies heavily on self-attention mechanisms to
process language in a non-sequential manner. This architectural inno-
vation allows LLMs to grasp contextual relationships between words
and even across long distances within a text. This is very relevant for
any advanced natural language processing applications.

The emergence of models such as BERT [6], GPT-3 [7], and more
recently LLaMA [8] has revolutionized the capabilities of natural
language processing (NLP). These models are pre-trained on mas-
sive corpora that include books, web pages, encyclopedias, and more,
making them highly versatile across tasks.

LLMs can perform a wide range of NLP tasks with minimal fine-
tuning, including question answering, summarization, translation,
and even code generation. They learn complex syntactic and semantic
patterns, allowing them to generalize beyond their training data. This
power, however, comes with privacy risks when deployed in organi-
zational contexts: commercial LLMs may store or use user prompts
for further training, posing privacy and compliance issues.

To address this, organizations increasingly turn to private, self-
hosted LLMs. These include open-source models, such as LLaMA
2 [9], Deepseek [10], and Hermes [11], which can be deployed in
secure environments, ensuring data never leaves the organization’s
infrastructure. While private models may require more resources to

3



2. BACKGROUND

deploy and maintain, they offer enhanced data governance, compli-
ance with regulations (e.g., GDPR), and complete control over model
behavior. The central aim is to determine the extent to which private
LLMs can provide secure, accurate, and context-aware information
retrieval for Adacta’s internal documentation.

This involves a critical comparison of several open-source LLMs
based on factors such as model performance, resource efficiency, de-
ployment complexity, and integration potential with retrieval-augmented
architectures. By deploying the chosen model in a controlled, self-
hosted environment, the thesis demonstrates how organizations like
Adacta can harness the capabilities of modern language models with-
out compromising data privacy or operational integrity.

2.2 Embeddings

Embeddings are compact, dense vector representations of text that
encode semantic meaning by mapping words, phrases, or entire doc-
uments into a continuous high-dimensional space. In this space, the
proximity between vectors reflects the semantic similarity of the un-
derlying text. Unlike traditional keyword-based representations, such
as term frequency-inverse document frequency (TF-IDF) [12] or bag-
of-words models, which only capture surface-level word frequency
without understanding semantics, embeddings are capable of rep-
resenting nuanced relationships such as analogies, synonymy, and
contextual dependencies.

Initial breakthroughs in embeddings came from Word2Vec [13],
which introduced shallow neural networks trained to predict context
words (Skip-Gram) or center words (CBOW) in a local window. This
approach enabled vectors to encode syntactic and semantic relation-
ships, such as king — man + woman ~ queen. GloVe [14], another
early model, used global word-word co-occurrence statistics to build
word vectors, capturing global corpus structure. However, both mod-
els generate static embeddings, meaning that each word has a single
vector regardless of its use in different contexts, a significant limitation
for polysemous words (e.g., "bank").

To address this, contextual embeddings emerged with the devel-
opment of ELMo [15], which leverages bidirectional long-short-term

4



2. BACKGROUND

memory (LSTM) [16] trained on a language modeling objective. ELMo
enables word representations to vary depending on the surrounding
sentence, capturing rich contextual meaning. This idea was extended
further with BERT [6], a transformer-based model pretrained using
masked language modeling and next sentence prediction. BERT pro-
vides token-level embeddings that consider the full sentence context,
significantly improving performance across various NLP benchmarks.

Building on BERT, Sentence-BERT (SBERT) [17] modified the ar-
chitecture to produce sentence-level embeddings suitable for tasks
like semantic similarity, clustering, and information retrieval. SBERT
uses Siamese and triplet networks to fine-tune BERT on sentence-pair
classification tasks, enabling efficient cosine similarity comparisons
between fixed-size sentence vectors.

Recent advances have further refined embedding generation for
large-scale retrieval. Models such as all-MiniLM-L6-v2 [ 18], MPNet [19],
E5 [20] and BGE-M3 [21] combine efficient architectures with do-
main adaptation strategies. MiniLM and MPNet optimize for speed
and small model size without sacrificing semantic quality, while the
E5 (Embedding for Embedding-based Retrieval) model family uses
weakly supervised contrastive learning from large web corpora, specif-
ically aligning queries and passages for retrieval tasks. In contrast,
BGE-M3 introduces task instructions during training (e.g., "Repre-
sent this sentence for searching relevant passages:"), which guides
the model to generate embeddings tailored to specific downstream
applications, improving generalization and robustness across diverse
retrieval tasks.

2.3 Chunking

Chunking refers to the process of dividing a large body of text into
smaller, manageable segments that can be independently processed
by language models. This is particularly important when dealing with
transformer-based models, such as LLMs, which have a limited input
size and are typically capped at a few thousand tokens. When doc-
uments exceed this limit, they must be split into smaller pieces that
retain semantic coherence to preserve the context and meaning during
processing.
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While the most elementary chunking algorithms simply link con-
stituent parts based on elementary search patterns, approaches that
use machine learning techniques (classifiers, topic modeling, etc.) can
take contextual information into account and thus compose chunks
in such a way that they better reflect the semantic relations between
the fundamental constituents. That is, these more advanced methods
get around the problem of combinations of elementary constituents
having different higher-level meanings depending on the context of
the sentence.

Effective chunking strategies are critical for applications such as
retrieval-augmented generation (RAG) and semantic search. Poor
chunking can lead to information fragmentation or loss of context,
both of which degrade the performance of downstream NLP tasks.
Standard techniques include splitting by headings, paragraphs, or
sentences, often with a sliding window to maintain context overlap
between adjacent chunks. The choice of chunk size and overlap are
empirical, balancing the need for detailed information with chunk size.
For example, with markdown files, splitting by headings and perhaps
adding metadata based on the document structure and description
into each chunk is good. This adds a lot of context to the entirety of
the document chunks, but at the cost of adding tokens to all chunks.

2.4 Retrieval-Augmented Generation (RAG)

Retrieval-Augmented Generation (RAG) is a hybrid approach that
combines the benefits of information retrieval with the language gen-
eration capabilities of LLMs. Instead of generating responses based
solely on internal model weights, RAG retrieves relevant text passages
from an external knowledge base to ground the model’s outputs in
factual content. This reduces hallucinations and increases the accu-
racy and relevance of responses, particularly in domain-specific or
knowledge-intensive contexts. It modifies interactions with LLMs so
that the model responds to user queries concerning a specified set of
documents, using this information to supplement information from its
pre-existing training data. The term RAG was first introduced in 2021
by Lewis; Perez; Piktus; Petroni; Karpukhin; Goyal; Kiittler; Lewis; Yih;
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Rocktédschel; Riedel; Kiela in their research paper Retrieval-Augmented
Generation for Knowledge-Intensive NLP Tasks [22].

The RAG architecture typically involves three components: a re-
triever, an encoder-decoder model, and a generator. First, the retriever
identifies top-k relevant documents or text chunks using vector sim-
ilarity. Next, these documents are concatenated with the query and
passed into the LLM, which generates an answer based on both the
question and retrieved context. This architecture enables dynamic
updates to the knowledge base without requiring model retraining,
making it especially useful in enterprise settings.

In the context of this thesis, RAG is implemented using a vec-
tor search system to retrieve markdown content related to employee
queries at Adacta. The retrieved chunks serve as grounding context
for the private LLM, ensuring that responses reflect actual internal
documentation. This improves trust in the Al assistant’s output and
ensures alignment with organizational knowledge.

2.5 Vector Storage

Vector storage is a crucial component in retrieval-augmented systems,
enabling the efficient indexing and retrieval of dense vector represen-
tations of text, known as embeddings. Once documents or queries are
transformed into embeddings using a sentence transformer or similar
model, these vectors must be stored in a format that allows for rapid
similarity comparison. Unlike traditional databases, which use exact
key matching, vector stores perform approximate nearest neighbor
(ANN) searches to locate embeddings, which makes them perfect for
embedding retrieval.

Vector databases allow the system to retrieve semantically sim-
ilar documents even when exact word matches are absent, making
them fundamental to search systems that rely on meaning rather than
keywords. They use distance metrics such as cosine similarity or Eu-
clidean distance to rank and return results. These stores are designed
to handle high-dimensional vectors at scale and are commonly used in
applications such as semantic search, recommendation engines, and
question-answering systems.
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In this thesis, the chosen vector database was ChromaDB [23], a
modern open-source vector storage solution designed for embedding
persistence, similarity search, and metadata tagging. ChromaDB al-
lows users to store high-dimensional vectors and retrieve the most
semantically similar ones given a query embedding. It supports mul-
tiple indexing strategies under the hood and is optimized for local or
lightweight production environments.

ChromaDB also integrates seamlessly with Python-based NLP
pipelines, including LangChain and Hugging Face transformers. In the
context of this project, each document chunk was stored in ChromaDB
alongside metadata such as the source file name and section title. This
metadata is beneficial not only for returning relevant answers but also
for enabling traceability and explainability in the chatbot interface. As
embeddings are updated or retrained, ChromaDB supports efficient
reindexing and management, making it simple to change documents
and metadata and handle changes made to documents.

2.6 Reranking

Reranking is the process of reordering the results produced by an
initial retrieval step to improve their relevance. Unlike an embedding
model, a reranker model uses question and document as input and
directly outputs similarity instead of embedding. You can get a rele-
vance score by inputting a query and a passage to the reranker. And
the score can be mapped to a float value in [0,1] by a sigmoid func-
tion. In most RAG systems, the first retrieval stage relies on vector
similarity, which may prioritize semantically similar content but lacks
deeper contextual understanding. Rerankers use more computation-
ally intensive models, such as cross-encoders or sequence-to-sequence
transformers, to assess and sort the top-k candidates based on a more
nuanced comparison between the query and the document.
Reranking is especially effective in reducing noise in the top-ranked
results and refining answer quality. It often involves scoring retrieved
passages with a BERT-based model trained to predict relevance la-
bels. In large-scale search systems like ColBERT [24] or MonoI5 [25],
reranking significantly boosts both recall and precision. It also sup-

8
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ports interpretability, as scores can be used to justify or filter model
outputs.

This thesis uses reranking to ensure that the most relevant mark-
down chunks are passed to the LLM. After initial retrieval, candidate
documents are rescored using a lightweight FlagReranker [21] model
fine-tuned from a study on RAG. This second-layer filter helps reduce
irrelevant content and improves answer precision, especially when
many documents share overlapping terminology.

2.7 Evaluation with RAGAS Framework

Evaluating the quality and reliability of responses in RAG systems
requires a nuanced approach that goes beyond traditional metrics like
the BLEU [26] score. The Retrieval-Augmented Generation Assess-
ment Suite (RAGAS) [27] framework provides a structured method-
ology for evaluating various dimensions of performance in these hy-
brid systems. This thesis adopts RAGAS to assess the quality of the
developed LLM-based chatbot using four primary metrics: answer
relevancy, context recall, context precision, and faithfulness.

2.7.1 Answer Relevancy

Answer relevancy [28] measures how well the generated response
addresses the user’s original query. This is typically assessed through
human annotation or semantic similarity scoring between the query
and the model’s response. In this case, this metric is calculated using
the user_input and the response as follows:

1. Generate a set of artificial questions (default is 3) based on the
response. These questions are designed to reflect the content of the
response.

2. Compute the cosine similarity between the embedding of the
user input (Eo) and the embedding of each generated question (Egi).

3. Take the average of these cosine similarity scores to get the
Answer Relevancy:

Answer Relevancy=4; Y-V | cosine similarity(Eg,, E,) (2.1)

9
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E,..E
Answer Relevancy = & YN | &0 22
Y = N Lim T e (22)
Where: - Egi: Embedding of the ith generated question. - Eo: Embedding of the
user input. - N: Number of generated questions (default is 3).

2.7.2 Context Recall

Context recall [29] evaluates whether the retrieved passages include all necessary
information to generate a complete and accurate response. LLMContextRecall is
computed using user_input, reference, and the retrieved_contexts, and the values
range between 0 and 1, with higher values indicating better performance. This metric
uses reference as a proxy to reference_contexts, which also makes it easier to use,
as annotating reference contexts can be very time-consuming. To estimate context
recall from the reference, the reference is broken down into claims, and each claim
in the reference answer is analyzed to determine whether it can be attributed to
the retrieved context or not. In an ideal scenario, all claims in the reference answer
should be attributable to the retrieved context. The formula for calculating context
recall is as follows:

Number of claims in the reference supported by the retrieved context ( 23 )
Total number of claims in the reference .

Context Recall =

2.7.3 Context Precision

Context Precision [30] assesses how much of the retrieved information is actually
used in the final answer. It is calculated as the mean of the precision@k for each
chunk in the context. Precision@k is the ratio of the number of relevant chunks at
rank k to the total number of chunks at rank k.

YK, (Precision@k x ;)
of relevant items in the top K results

Context Precision@K = (2.4)

Precision@k =

true positives@k
true positives@k+false positives@k (2:5)

Where K is the total number of chunks in retrieved_contexts and v, € {0,1}
is the relevance indicator at rank k. To estimate if a retrieved context is relevant or
not, this method uses the LLM to compare each of the retrieved contexts or chunks
present in retrieved_contexts with the reference. High precision implies that the
system retrieves only relevant and helpful content, reducing cognitive noise and
hallucinations. This is crucial for enterprise settings where irrelevant data can lead
to confusion or misinformation.

2.7.4 Faithfulness

Faithfulness [31] (also referred to as groundedness or factual alignment) measures
whether the retrieved context supports the content of the generated response. Faith-

10
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fulness is particularly important in RAG systems because LLMs can hallucinate
plausible, but incorrect information. Recent works, including “Survey of Hallucina-
tion in Natural Language Generation” [32] by Ji; Lee; Frieske; Yu; Su; Xu; Ishii; Bang;
Madotto; Fung, emphasize faithfulness as a key metric for trustworthy language
generation. A response is considered faithful if all its claims can be supported by
the retrieved context. To calculate this:

1. Identify all the claims in the response.

2. Check each claim to see if it can be inferred from the retrieved context.

3. Compute the faithfulness score using the formula:

Number of claims in the response supported by the retrieved context ( 2 6)
Total number of claims in the response .

Faithfulness Score =

Together, these metrics provide a comprehensive evaluation of both the retrieval
and generation components of the system. They also guide iterative improvements
by revealing where the pipeline may fail, whether due to poor retrieval, insufficient
context usage, or hallucinated answers.

11



3 Process and Methodology

This section outlines the process and implementation methodology adopted during
my development of the private LLM-based chatbot. It presents the progression
from initial research through to deployment, highlighting the technical decisions,
limitations, and tools explored across each phase of the project.

3.1 Evaluating Private LLM Options

The first step in the methodology involved researching viable methods for running
private large language models. Initial considerations included cloud-based providers
like Microsoft Azure, OpenAl, and Cohere, as well as on-premise solutions that
could be run locally. Azure offers a secure, scalable option for deploying OpenAl
models via its OpenAl Service, which integrates with GPT-3.5 and GPT-4 as well
as updates their library to include new models as they come out, such as the new
GPT-4.1. However, due to constraints in billing and authentication, particularly
issues with payment method verification, my usage of these platforms was limited.

Cohere has a good selection of capable models for RAG and also has reranking
and embedding models, with their privacy policy [33] being suitable for a private
RAG application; however, using their Software as a Service (SaaS) platform directly
could be limiting in terms of future use and model changes.

OpenAl, as one of the biggest and most widely known Al companies [34], would
not be a bad choice. Their Application Programming Interface (API) has compatible
data processing terms [35] with private Al solutions and has very performant
models available [36] in both language models and embedding models. Their model
list does not include any reranking-specific models, unlike Cohere or Azure’s Al
platform. It is also specific to OpenAl models only, which could be limiting in the
future.

Azure Al Services satisfy all of the privacy requirements for working with pri-
vate documentation [37], and also include a long list of different models available
to deploy in various regions, from many providers, including the previously men-
tioned Cohere and OpenAl, or newer Deepseek. It has multiple options for all types
of models, and its catalog [38] is being updated with the latest models as they come
out, ready for deployment. This makes it a more flexible option than the others, since
they include chat, embedding, and reranking models in the most significant variety.
After a consultation with the Adacta consultant Stépan Kuchat, we concluded that
Azure Al Services would be the best suited for use in their office setting, since they
also already use Azure services outside of this application.

Despite this, I was not able to properly test the application within the Azure
environment, due to previously mentioned billing and card verification problems.
This led to a strong focus on testing with self-hosted solutions, while understanding
that the final product will be hosted on Azure infrastructure.

12



3. PROCESS AND METHODOLOGY

3.2 Running Local Models with LMStudio and Azure
GPT-3.5

To circumvent commercial restrictions and my problems with card verification, I
opted for local deployment using LMStudio [39], a GUI-based tool that allows users
to download and run quantized transformer models (e.g., LLaMA 2, Hermes) on
their own hardware. LMStudio supports models in GPT-Generated Unified Format
(GGUF) [40] and includes an APT interface, making it suitable for testing retrieval-
augmented pipelines without relying on third-party services. While local models
were helpful for offline experimentation, gpt-3.5-turbo-instruct on Azure (un-
der a free account and limitations) was intermittently used for comparison and later
LLM-based evaluation tasks. However, it suffered from limited availability due to
the account constraints.

3.3 Developing a Flask API for Inference

To standardize access to models, whether local or cloud-based, I created a lightweight
Python Flask API [41]. This API wraps around the model inference process, allow-
ing requests to be made from the frontend or from testing scripts. The modular
structure of the API makes it adaptable for switching between different models (e.g.,
LMStudio, OpenAl API), and it supports response streaming to enable real-time
interaction, mimicking the responsiveness of modern chatbot User Interfaces (Uls).

User

API: ask_stream
(main.py)

RetrievalService
(database py)

find_relevant_ jon, rerank)_ |

| ChromaDB ‘ ‘ Embedding Model | | FlagReranker | ‘ Local LLM ‘

| POST fask_stream(question, context, rerank), |

embed_query(question) |
query_embedding |

query(query_embedding, filters) J

chunks + metadata
g

opt [rerank == true]
compute_ y_chunk_pairs)

scores ! ! ‘ ‘

relevant_text + sources

call_local_lim_

token stream | | i : | ‘

|_ Stream of tokens and sources

User

3T API: ask_stream RetrievalService
_‘1; (main.py) (database py)

| ChromaDB ‘ ‘ Embedding Model | | FlagReranker | ‘ Local LLM ‘

Figure 3.1: Sequence Diagram of my ask_stream API call

13
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Additionally, I implemented two separate API endpoints: one for non-streaming
queries and another for retrieval-only operations that return relevant document
sources without invoking the language model. The non-streaming API was primar-
ily used for testing and evaluation, where real-time output was unnecessary. The
retrieval-only endpoint served similar purposes and was also integrated into the
user interface to allow users to locate relevant files or documentation segments
using natural language queries, without generating complete responses or manually
searching the documentation.

3.4 Embedding Exploration and FlagEmbedding

For the retrieval component, I examined multiple embedding strategies. A partic-
ularly impactful discovery was FlagEmbedding, as proposed by Zhang; Xiao; Liu;
Dou; Nie in Retrieve Anything To Augment Large Language Models [42]. This family of
embeddings, trained via contrastive learning with both multilingual and domain-
agnostic robustness, showed superior retrieval performance when benchmarked
against more commonly used models like all-MiniLM or MPNet. FlagEmbedding
models from the associated GitHub repository [21] were tested and compared
in terms of speed and semantic alignment. Their open-source nature made them
especially practical for integration into local private pipelines.

3.5 Chunking Strategies

Document chunking was a critical part of the retrieval pipeline. Initial attempts
involved simple character-based chunking, where markdown documents were sliced
into fixed-length segments. This approach, though easy to implement, often dis-
rupted the semantic flow of the content. The next iteration employed semantic
sentence chunking, using sentence tokenizers to ensure linguistic completeness in
each chunk. However, specific files, like those mainly containing HTML, since the
documentation is generated into a web format, proved challenging. Ultimately, I
adopted a hybrid approach: contextual markdown chunking was used as the pri-
mary strategy, supported by sentence- and character-based chunking as fallback
methods in cases of irregular formatting.

3.6 Embeddings Creation and Persistence with
ChromaDB

I adopted ChromaDB as the vector database to store and retrieve embeddings
efficiently. It supports persistent storage, similarity search, and metadata tagging-
all essential for scalable retrieval. ChromaDB’s simple API integration and ability
to persist across sessions made it a reliable backend for embedding storage and
lookups during both development and testing. Metadata such as file paths and
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document titles were also stored alongside vectors to enhance traceability in chatbot
responses.

Based on metadata, I also separated a part of the files concerning past versions
of the application documents into a separate collection since they were affecting
results by showing some information from older versions. In addition to that, I
added a filter that ignores files that are composed of more than 50% HTML tags.
This is due to the fact that some of the files in the database were generated to be
directly interpreted as a webpage, but this kind of information does not provide
information that can be well interpreted by LLMs and uses far too many tokens.

TIT main load_and_split_documents split_text with_markdown_headers | | create_embeddings
User (main.py) (text_processing.py) (text_processing.py) (database py) Embedding Mode| | ChromaDB |
st applsaion_ | | ;
| load_and_split_documents(base_din)_ | I |
split_text_with_markdown_headers(text)_ |
chunks + metadata |
documents with chunks
create_ ! !
embed(document_data)_ |
|l embeddings ‘
L save(document_data, embeddings)
U:/se\r main load_and_split_documents split_text_with_markdown_headers | | create_embeddings ‘ Embedding Madel | | ChromaDB |
;IL (main.py) (text_processing.py) (text_processing.py) (database py) e

Figure 3.2: Sequence Diagram of my main function that creates em-
beddings

The application loads the documents on main start and creates embeddings for
any files not found in the database or those that have changed since, as shown in
the figure above(Figure 3.2).

3.7 Ul Development and Streaming

I created a minimalistic user interface (UI) to support interaction with the system.
Built with streamlit [43], the UI connects to the Flask backend and enables users to in-
put natural language queries. The interface supports response streaming(Figure 3.1),
allowing the user to see the model’s output token by token, closely mimicking the
behavior of commercial chat models like ChatGPT. This interactivity enhances us-
ability and perceived responsiveness. To further enhance user experience, I added
options that allow the user to control what they want to happen when they ask a
question. These options include:

e including or excluding conversation history
e enabling or disabling reranking for context retrieval,

e another endpoint that only returns sources in context of the question without
LLM input
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These features enhance the user experience by giving the user a simple and
easy way to control how the app handles their question and what they receive from
it without added complexity. Disabling reranking may lower source quality, but
it improves response times. Disabling conversation history saves on tokens and
prevents the LLM from being confused by previous information sources, and the
sources endpoint gives the user a quick way to search for the documentation pages
relevant to their question in natural language without waiting for an LLM.

By Document QA Assistant

Ask questions about your private document database. The system wil retrieve relevant answers

Starta conversation by asking a question below.

Aska question:

Figure 3.3: Screenshot of the frontend of the application

3.8 Evaluation with RAGAS

To evaluate the overall performance of the retrieval-augmented system, I used the
RAGAS framework using gpt-3.5-turbo-instruct as the evaluator LLM, since it
was the only compatible free model on Azure. This is not ideal, since it is a model
from 2023 and its performance is inferior to newer ones, but it can still provide a
consistent metric better than what my local models can do.

RAGAS provides a set of standardized metrics- Answer Relevancy, Context Re-
call, Context Precision, and Faithfulness- which collectively assess both the retrieval
and generation phases. By comparing generated answers to the original user queries
and source chunks, the evaluation helped identify where the system excelled and
where it needed adjustments in retriever tuning or chunking strategies. In addition
to these, I evaluated the completion token mean values to simulate the possible costs
for questions.

For the evaluation, I gathered questions from the frequently asked questions
sections of the documentation, as well as example questions and responses provided
by the company consultant. In total, the number of evaluation questions was 63 for
the RAGAS pipeline.
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4 Experimental Evaluation and Results of the
RAG Pipeline

This chapter presents a systematic evaluation of the Retrieval-Augmented Gen-
eration (RAG) pipeline developed in this thesis. The goal is to determine which
combination of components—embedding models, reranking mechanisms, and lo-
cal language models—yields the most accurate and efficient results for querying
Adacta’s internal documentation using natural language.

I conducted all experiments using a constrained local hardware setup: a lap-
top equipped with an NVIDIA GeForce RTX 3050 Ti GPU (4GB VRAM) and then
evaluated by gpt-35-turbo-instruct via the RAGAS framework. These limita-
tions significantly influenced the selection of models and parameter configurations,
especially for tasks involving reranking and inference with larger LLMs.

The evaluation is based on these RAGAS framework metrics:

e Answer Relevancy(Section 2.7.1)
e Context Recall(Section 2.7.2)

e Context Precision(Section 2.7.3)
e Faithfulness(Section 2.7.4)

These metrics help isolate the effectiveness of each pipeline stage and measure
its individual and combined contributions to system performance. The overall score
metric was calculated by taking a weighted average of these metrics with weight of
0.3 for faithfulness and answer relevancy, and 0.2 for context recall and precision.
I chose these weights in order for the scores to better reflect the usefulness of the
given answer rather than the context, since the relevant parts of it might not be
properly utilized.

4.1 Embedding models

The first important thing to determine was the embedding model to use. Without
good embeddings, the retrieved contexts will not be relevant enough to the questions
asked, lowering the overall effectiveness of the RAG application.

I ran tests with local model hermes-3-11ama-3.1-8b [44] with the same param-
eters in 2 different combinations:

e 1. chunk size = 512 2. chunk size = 256
e 1. overlap =50 2. overlap = 64
o l.top k=7 2. top_k =10
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4. ExPERIMENTAL EvaLuaTiON AND REsurts oF THE RAG PIPELINE

I ran this evaluation on five different embedding models:

BAAI-bge-m3 [45]
mxbai-embed-large-v1 [46]
all-minilm-16-v2-embedding [18]
nomic-embed-text-v1.5 [47]

snowflake-arctic-embed-m-v1.5 [48]

I chose to specifically showcase performance in the context recall metric in
addition to the overall scores. This is because it is the more important metric when
measuring the effectiveness of embedding models. Other metrics, such as answer
relevance, are influenced more by the LLM’s usage of the context provided.

overall_score
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Embedding Model Comparison (chunk_size=256) Embedding Model Comparison (chunk_size=256)
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Figure 4.1: Comparison of embedding context recall and overall scores
with the first set of parameters

As we can see from the above figure (Figure 4.1), the embedding model bge-m3
performed the best out of the selected models in these specific conditions, even if
the difference was only 0.01 in the overall score when rounded to 2 decimal places.
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Figure 4.2: Comparison of embedding context recall and overall scores
with the second set of parameters
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In this second test in figure 4.2, we can see that again it was very close with
these embedding models, this time even in the thousands. Still, the most consistent
model out of them in marginally better performance was bge-m3. Therefore, this is
the model I decided to include for local app usage.

4.2 Reranking

Initially, the system relied solely on vector similarity to retrieve the top-k relevant
chunks from the knowledge base. While this approach offered fast response times
and acceptable performance in general cases, it occasionally returned chunks that
were only loosely related to the user’s query. This became especially evident in
scenarios involving subtle semantic distinctions, where a surface-level similarity
failed to reflect the actual informational value of the document.

To improve the quality of retrieval, I integrated a reranker model. The one I
chose was FlagReranker from the Retrieve Anything To Augment Large Language Mod-
els [42] study’s GitHub repository. It is a lightweight, high-performance reranking
model designed to refine top-k retrievals by more precisely evaluating query—chunk
relevance. After embedding-based retrieval, the app retrieves more results from
the database and then FlagReranker(bge-reranker-large) scores each candidate
chunk and reorders the list based on semantic alignment with the original query,
before returning the top-k chunks. I tested this approach on multiple embedding
model bases with the same chunk size and overlaps to check that the improvements
are not specific to the model from FlagEmbeddings. Here are the results:

Empirical testing using the RAGAS evaluation framework confirmed only a
marginal performance improvement. For specific questions, however, context recall
improved significantly in cases where multiple chunks were topically related but
only one contained the exact answer. This was the case with questions such as "How
can I dynamically hide Ul elements?". There are multiple methods in which a user
can hide Ul elements, but the way to do it dynamically is in one file, specifically,
which was not being returned before.

However, reranking came at a cost: increased latency, particularly in a local
setup. Running FlagReranker on a consumer-grade GPU sometimes added up to 20
seconds per query, depending on the number of candidate chunks and system load.
This introduced noticeable delays during interactive use, which, while acceptable in
evaluation settings, could impact user experience in production.

To address this,  implemented a toggle feature in the UI, allowing users to enable
or disable reranking as needed. When speed and responsiveness are prioritized,
reranking can be turned off. Conversely, for high-precision needs, reranking can be
activated to enhance answer quality. This flexible approach allows the system to
adapt to varying user preferences and task criticality, balancing performance with
usability.
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bge-m3: Context Recall nomic-embed-text-v1.5: Context Recall

@ o rerank

@ o rerank
reranked

reranked

0.97

Context Recall
Context Recall
B
o

all-minilm-16-v2-embedding: Context Recall

@ norerank
reranked

Context Recall

&
2

Figure 4.3: Comparison of the models context recall performance
before and after reranking (mind the small scale)

4.3 Local Models

After selecting an appropriate embedding model and determining that incorporating
a reranker improved overall answer quality despite its added computational cost,
I turned my attention to evaluating local language models. The objective was to
identify which open-source models would be most suitable for inference while
delivering acceptable performance across RAGAS evaluation metrics such as Answer
Relevancy, Context Precision, and Faithfulness.

To this end, I decided on five models for testing, all of which are quantized
versions intended for efficient local inference:

e deepseek-ri-distill-qwen-7b [49]

e dragon-mistral-7b-v0 [50]

e gemma3-1b-it-qat [51]

e hermes-3-1lama-3.1-8b [44]

e llama-3-8b-instruct-finance-rag [52]

I selected these models based on recommendations by the LM Studio desktop
application, which takes hardware capabilities into account. As such, I focused on
7B and 8B parameter models that had been quantized for GGUF-based inference
and could deliver responses within acceptable timeframes for interactive use.

I again ran test on these models in 2 sets of conditions:
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e 1. chunk size = 256 2. chunk size = 512
o 1. overlap = 64 2. overlap = 50
o 1.top_k=10 2.top_ k=7

The purpose of this comparison was not only to assess which model produced
the most accurate and contextually grounded responses, but also to measure the
resource usage of selected models. All models were evaluated using the same
system pipeline and chunking parameters, and their outputs were assessed using
the RAGAS framework. The metrics obtained helped inform the default model
choice for the local deployment variant of the application. The above configurations
were chosen as a standardized baseline to ensure fairness across model comparisons.
Here are the results:
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Figure 4.4: Comparison of the models metrics with chunk size
256 (mind the differing scale for tokens)

The results presented in Figure 4.4 show a comparison of the five tested local
models using the first set of fixed parameters.

The hermes-3-1lama-3.1-8b model emerged as the most balanced and consis-
tent performer across all RAGAS metrics. It scored the highest in both Answer Rele-
vancy (0.59) and Overall Score (0.74), indicating that its responses were not only rel-
evant to the queries but also structurally sound and well-supported by the provided
context. It also showed competitive performance in Faithfulness (0.68), coming close
to the best-performing model in that metric, which was 11ama-3-8b-instruct-finance-rag
(0.72).

Interestingly, the deepseek-ri-distill-qwen-7b model showed strong perfor-
mance in Faithfulness and Overall Score as well (0.67 and 0.72 respectively), but
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had slightly lower Answer Relevancy. This suggests it tended to produce grounded
but sometimes overly verbose or less directly relevant outputs as suggested by it’s
mean completion tokens.

Another important factor considered was the Mean Completion Tokens metric,
which reflects the verbosity and conciseness of generated responses. hermes-3-11lama-3.1-8b
maintained a moderate average of 196.75 tokens per response—indicating that its
answers were informative without excessive verbosity. In contrast, deepseek-r1
had significantly higher token usage (401.60 tokens), suggesting it was prone to
producing unnecessarily long completions, affecting latency and user readability.

On the lower end of performance, dragon-mistral-7b-v0 scored the weakest
across almost all categories, particularly in Answer Relevancy (0.29) and Faithfulness
(0.48), making it an unsuitable candidate for precise local documentation-based
retrieval in these conditions.

Overall, the results of the first set suggest that hermes-3-11ama-3. 1-8b provides
the best trade-off between accuracy, faithfulness, and response length. It consistently
produced relevant and grounded responses within a reasonable token budget,
making it the most practical choice for local deployment under constrained hardware
conditions.
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Figure 4.5: Comparison of the models metrics with chunk size
512 (mind the differing scale for tokens)

The results in Figure 4.5 represent the same set of models evaluated under the
second set of conditions. Compared to the previous configuration, this setup tested
whether a broader context window would impact model retrieval accuracy and
faithfulness.
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The performance trends observed earlier remained mostly consistent. Once
again, hermes-3-1lama-3.1-8band 11ama-3-8b-instruct-finance-ragled across
all major metrics. However, their performance margins narrowed slightly compared
to the previous test, particularly in Answer Relevancy. Hermes scored 0.57 in Answer
Relevancy (down from 0.59) and 0.71 in Overall Score (down from 0.74), while
llama-finance-rag held stable at 0.72 for Faithfulness and 0.73 for Overall Score.

A noteworthy change was seen in the performance of gemma-3.1b-it-qat,
which improved its Answer Relevancy to 0.47 and lowered its average token usage
from 212.24 to 188.88, indicating that larger chunk sizes benefited this model’s ability
to find and represent relevant information more concisely.

Token usage remained efficient overall, with no major outliers. hermes contin-
ued to balance performance and verbosity well, averaging 183.47 tokens, while
deepseek-ri1-distill-qwen-7b remained the most verbose at 398.11 tokens.

In conclusion, while the overall score differences were marginal between chunk
sizes of 256 and 512, larger chunks introduced slight trade-offs in accuracy for
some models. hermes-3-Llama-3.1-8B maintained its position as the top performer
across both configurations.

Table 4.1: Table summary of model performance comparison across
two chunk size configurations (256/512)

Model Answer Rel- | Faithfulness | Overall Tokens
evancy Score

deepseek | 0.57/0.56 0.67/0.66 0.72/0.71 401.60/398.11

mistral | 0.29/0.26 0.48/0.49 0.58/0.56 46.81/51.23

gemma 0.40/0.47 0.61/0.60 0.65/0.68 212.24/188.88

hermes 0.59/0.57 0.68/0.67 0.74/0.71 196.75/183.47

llama 0.52/0.51 0.72/0.72 0.73/0.73 98.99/103.02

4.3.1 Best Model: Hermes-3-Llama-3.1-8B

Among the models evaluated, the hermes-3-11ama-3. 1-8b consistently delivered
the highest performance across key evaluation metrics, including Answer Relevancy,
Faithfulness, and overall RAGAS score. Its outputs were more contextually accurate,
better grounded in the retrieved information, and semantically aligned with user
queries than those generated by the other models tested. This made hermes the
most suitable choice for local deployment within the constraints of my development
environment.

Despite being an 8B parameter model, hermes maintained a relatively balanced
profile in terms of inference latency and resource usage. It kept a relatively small
completion token usage, but not bare bones, making it concise while still giving
enough information.
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The choice of hermes as the default local model was further justified by its
performance under multiple chunking, overlap, and retrieval configurations (as
shown in the following section).
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hermes-3-llama-3.1-8b: Scores vs Chunk Size hermes-3-llama-3.1-8b: Scores vs Overlap
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hermes-3-llama-3.1-8b: Scores vs Top K.

Figure 4.6: Comparison of the model’s trends across different parame-
ters

4.3.2 Effect of Chunk Size and Top-k

Next, I tested how varying chunk size, overlap and top-k values affected model perfor-
mance. The results from the three scatter plots (Figure 4.6) suggest that:

- Chunk size peaked at around 300, where performance in terms of retrieval
accuracy and context recall was at its highest.

- Overlap values showed a somewhat negative correlation with performance—the
higher the overlap, the worse the retrieval results, if only marginally.

- Top-k values showed a nearly direct positive correlation with performance—the
higher the top-k, the better the retrieval results across the board.

The findings from these plots highlight that hermes works better when tuned
with higher top_k values and an optimal chunk size of around 300, but with it’s
overlap set to a lower size. The higher chunk size leads to better context coverage,
without unnecessarily big clusters that can lead to confusion, significantly boosting
the model’s ability to retrieve relevant information. The lower overlap, likely means
that more relevant information was passed and used into the queries, improving
performance.

This difference was most clearly observed in the response to the previously men-
tioned question "How can I dynamically hide Ul elements?". The hermes-3-11lama-3.1-8b
model generated a comprehensive and well-structured answer. It not only correctly
identified the key file and section within the documentation where dynamic visibil-
ity settings were discussed but also enumerated multiple options of how to achieve
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it in different ways and circumstances. The formatting of the response also followed
a clear list structure, which enhanced readability and interpretability for the user.

In contrast, the other models—particularly dragon-mistral-7b-v0 and gemma-3
returned incomplete or underdeveloped responses. These often consisted of only a
few vague lines, lacking specific implementation guidance and only providing mini-
mal sources. Additionally, the formatting of their outputs was noticeably inferior,
with minimal structure or use of bullet points, making it more difficult for users to
extract useful information efficiently.

These qualitative differences reinforced the quantitative evaluation: while many
models were capable of identifying related context, the hermes model consistently
synthesized that context into clear, actionable, and user-friendly answers.

Given these results, hermes-3-Llama-3.1-8B was the best-performing model
for local use, especially when configured with a chunk size around 300 and higher
top-k values. These results also demonstrate that reranking plays a role in improving
retrieval accuracy and context recall, making it a recommended feature when using
these models, despite my use case showing only minimal differences.
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5 Conclusion

This thesis explored the design, implementation, and evaluation of a private LLM-
powered chatbot tailored for secured information retrieval from Adacta’s internal
documentation. The core goal was to assess the viability of deploying LLMs in a
privacy-conscious organizational setting, using a Retrieval-Augmented Generation
(RAG) architecture to deliver grounded, context-aware answers. To accomplish
this, both local and cloud-based model options were considered, culminating in the
deployment of a local prototype leveraging LMStudio, ChromaDB, and transformer-
based embeddings.

Throughout the thesis, I conducted a comparative analysis of LLM deployment
options such as Azure, Cohere, OpenAl, and local hosting. Due to practical limi-
tations, particularly Azure’s billing setup, I focused on running quantized models
locally through LMStudio and interfacing them via a Python Flask APL I tested
several embedding models for document retrieval and ultimately integrated FlagEm-
bedding for embeddings and FlagReranker for reranking due to its performance on
domain-specific queries. Markdown documentation from Adacta was preprocessed
using a documentation-specific chunking strategy that balanced structural, seman-
tic, and contextual considerations. The resulting document vectors were indexed
in ChromaDB for efficient vector-based retrieval and reranked using a reranker to
improve context quality. A minimal UI built with Streamlit allowed users to inter-
act with the system in real-time, with features like response streaming, reranking
toggles, and query history management.

The chatbot’s performance was evaluated using the RAGAS framework, which
highlighted the pipeline’s strengths in delivering relevant and sourced responses.
The results validated that even lightweight local models can perform relatively
competitively in enterprise use cases when combined with proper chunking and
retrieval logic. The application demonstrated meaningful value to Adacta by allow-
ing natural language access to complex documentation, improving usability, and
reducing the need for manual searching.

However, there are several areas for improvement. First, while functional, the
user interface and experience could benefit from further refinement in user experi-
ence and design consistency. For instance, the chatbot currently retrieves sources
for every query, regardless of whether the context was part of an ongoing conver-
sation. This can lead to repetitive or unnecessary results, which affects perceived
intelligence and continuity. Enhancements such as first evaluating whether or not to
retrieve sources are necessary, or if the message history is enough. Additionally, the
reliance on markdown structure alone may not be sufficient in all cases, and future
work could involve richer metadata or more documentation-specific strategies to
retain the most information per chunk.

Finally, this thesis illustrates the growing utility and maturity of RAG-based
systems for enterprise knowledge management, even at the local usage level. The
modularity of the architecture makes it highly extensible, and as open-source models
and embedding techniques continue to evolve, the performance gap between private
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and cloud-based solutions is narrowing. As reranking techniques, model quantiza-
tion, and overall model performance continue to improve, RAG-based applications
are becoming increasingly useful in both enterprise and private environments. With
Al getting better at persuasion and human communication, I believe RAG based
applications will become more and more popular to provide proper sources and
context to given information.
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A Appendix

The appendix intentionally does not include the dataset of questions used for RAGAS
evaluation, due to the private nature of the documentation it concerns. Otherwise it
includes:

e GitHub link to the project repository:
https://github.com/Kubik037/document-qa-assistant

e project files compressed in .zip format: (main.py, database.py, text_processing.py,
config.py, query_ui.py, tests.py, requirements.txt)

e README.md with information on installing and deployment
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